Guidelines for direct access of data in MOFR Oracle databases:
1. The request must come from the data custodian or his/her designate.  
2. The request will be for a specific direct access database role to be granted to the grantees.  We do not grant direct table access to any user.  The database roles are pre-defined by the data custodian or his/her designate.  
3. If the grantee does not already have an Oracle userid, the requestor must send a request to CSNR Security Services (CSNR.Security@gov.bc.ca).  The instructions are at www.for.gov.bc.ca/ftp/his/mof_internal/!publish/Security/Oracle/Oracle_Access_Procedures.doc
4. For production data access, whether the data resides in the production database or any other database, the data custodian must complete a PIA before granting the access to any users, especially external users.
5. MOFR DBAs and Security Analyst have decided to expire all Oracle userids with direct data access at the beginning of fiscal year every year.  DBA will set up a Web page to allow all users to reset password using idir authentication.
6. All direct access to production data are restricted to the reporting database, DBRP1 between 07:00 to 17:00 Monday to Friday.
7. Usage of Oracle userids must comply with BC Government Information Security Policy.  Violation will result in losing your Oracle access as well as your idir, VPN etc. access.
8. There is an existing utility APP_ROLE_INFO with 6 functions:  ROLE_BY_USER, ROLE_BY_APP, ROLE_LIST, ROLE_TAB_AUTH, ROLE_BY_TABLE and USERS_BY_ROLE.  Data custodian, application custodian and programmer analyst can use this utility to help manage their user’s access.

